CYBERSECURITY COURSES & DESCRIPTIONS
Introduction to Cybersecurity
Develop the knowledge and skills needed to navigate today’s evolving digital landscape and help protect against cyber threats. This course introduces students to the foundations of cybersecurity, including threat analysis, operating system security, cryptography, cybersecurity frameworks, and data protection practices. Through hands-on experience with industry-relevant tools and security techniques, students learn how to identify vulnerabilities, strengthen defenses, and promote safer digital environments.
Grounded in ethical responsibility and service, this course prepares students to confidently apply cybersecurity principles in their careers, communities, and everyday lives.
Career Navigation and Exploration in Cybersecurity
Prepare for a successful career in cybersecurity by exploring professional pathways, identifying opportunities, and developing the skills needed to achieve your goals. This course helps students discover cybersecurity roles that align with their interests, strengths, and career aspirations while building the professional tools employers value, including résumé development, networking, LinkedIn preparation, and effective communication.
Through career exploration, industry connections, and strategic planning, students will create a personalized path toward meaningful opportunities in the cybersecurity field. With a focus on professional growth and lifelong learning, this course equips graduates to confidently pursue careers where they can protect organizations, serve others, and make a lasting impact.
Network and System Security

Prepare to help organizations defend their digital infrastructure by developing the skills needed to identify, assess, and address cybersecurity vulnerabilities. This course introduces students to networking concepts, infrastructure, security protocols, SIEM systems, encryption, firewalls, and system hardening practices. Through hands-on learning and practical application, students gain the knowledge needed to strengthen network defenses, protect sensitive information, and support secure technology environments.
With a focus on responsible cybersecurity practices, this course equips students to serve organizations and communities by helping build a safer digital future.
Cybercrime and Governance

Explore the essential role of governance, policy, and compliance in creating secure and resilient digital environments. This course examines how organizations address cybercrime through security policies, risk assessments, audits, legal frameworks, and ethical practices. Students learn to develop and document effective cybersecurity procedures while gaining an understanding of the laws and standards that guide responsible technology use.
Through a commitment to integrity and service, this course prepares students to help organizations strengthen their cybersecurity posture, protect digital resources, and navigate the challenges of an evolving cyber landscape.
Security Operations

Develop the skills needed to respond to cybersecurity incidents, investigate digital threats, and help organizations recover from cyber attacks. This course provides hands-on experience through simulated breach scenarios while introducing students to incident response strategies, digital evidence collection, forensic tools, and investigative techniques. Students will learn how to analyze security events, document findings, and communicate critical information to both technical teams and organizational leaders.
With an emphasis on preparation, integrity, and responsible stewardship of information, this course equips students to help protect organizations and respond effectively when cybersecurity challenges arise.
Ethical Hacking

Learn to approach cybersecurity from both an offensive and defensive perspective by understanding how attackers identify vulnerabilities and how security professionals protect against them. This course introduces students to ethical hacking principles, penetration testing methods, web application security, and network defense strategies. Through hands-on exercises and practical projects, students gain experience identifying weaknesses, evaluating security measures, and strengthening digital systems.
Grounded in ethical responsibility and a commitment to service, this course prepares students to use cybersecurity skills with integrity to help organizations better protect their information and technology.
The Future of Cybersecurity
Stay ahead of evolving cyber threats by exploring the latest challenges, technologies, and strategies shaping the cybersecurity landscape. This course examines mobile security, cloud protection, social engineering defenses, and the growing impact of emerging technologies such as artificial intelligence and blockchain. Through hands-on learning and practical application, students develop the skills needed to assess vulnerabilities, strengthen security practices, and adapt to new cybersecurity challenges.
With a focus on innovation, ethical responsibility, and lifelong learning, this course prepares students to confidently protect digital environments in an ever-changing technological world.
Cybersecurity Capstone
Apply your cybersecurity knowledge to real-world challenges through a comprehensive capstone experience designed to prepare you for professional success. Students will integrate skills in vulnerability assessment, log analysis, incident response, ethical hacking, cloud security, and security policy development to address complex cybersecurity scenarios.
Through project planning, risk assessment, security implementation, and professional presentation, students will demonstrate their ability to design effective solutions and communicate cybersecurity strategies with confidence. Grounded in practical application, critical thinking, and ethical responsibility, this capstone prepares students to pursue industry opportunities and continue their growth as cybersecurity professionals.

